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Wireless networks in difficult conditions of signal receiving are characterized by a high level of burst data losses,
at which a large number of data fragments can be lost in a row. In this case, to recover the lost data, the use of for-
ward error correction methods (FEC) in most cases does not give a sufficient effect. The use of standard data loss
recovery methods based on automatic retransmission request (ARQ) at the data link and transport layers of the OSI
model can lead to significant delays, which is often unacceptable for real-time streaming services. In such a case, it
may be preferable to skip the piece of data rather than delay waiting for the piece to be delivered on retransmissions.
The use of ARQ-based techniques on application layer of OSI model for data streaming allows for a more efficient
recovery of lost data chunks in wireless networks with a high level of burst losses. The known models of a discrete
channel for wireless networks allow for analytically assessing the probability of data loss, however, they do not take
into account cases with retransmission of lost data. The study proposes a mathematical model of data transmission in
a wireless communication channel based on the Gilbert model, which takes into account the loss recovery by the ARQ
method and allows you to calculate the data loss ratio. To check the adequacy of the proposed model, a software was
developed that ensures the transmission of data streaming in a wireless communication network with recovery of
fragment losses at the application level, and a corresponding experimental study was carried out. It is shown that the
mathematical model takes into account the burstiness of transmitted data losses and their recovery by the ARQ

method.
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Introduction

data streaming in wireless LAN is now
D increasingly available in telecommunica-

tions and is used in multimedia services
such as listening music, watching video, voice
transmitting, multimedia conferences, real-time
control, network games and other real-time applica-
tions. However, the quality of transmission in wire-
less networks is affected by factors such as signal
attenuation, interchannel interference, multibeam
propagation, etc. As a result, fragments of transmit-
ted data can be lost, delayed, change the order.
Thus, for example, when using video servers in
these networks, distortions may appear on the
played video on the client side or video content
playback becomes impossible [1].

To improve the quality of data transmission in
communication networks, the most widely used
methods of data loss recovery are based on auto-
matic requestand re-transmission ARQ and on the
base of forward error correction FEC at various
levels of the OSI model. Using the standard ARQ
method in the TCP protocol, located at the transport

layer of the OSI model, can cause significant la-
tency in complex receive conditions, which is un-
acceptable for real-time streaming services. In this
case, it is preferable to skip the data fragment than
to wait for the fragment to be delivered during re-
transmissions. When bit errors are detected in the
Data Link Layer frame, the corresponding fragment
of application layer data is lost, as the frame is ig-
nored. Since all fragments of the application layer
data are numbered, this allows to detect the fact of
their loss for a subsequent re-transfer request.
Wireless communication channels in difficult
receiving conditions are characterized by a high
level of grouping of data loss, that is, a large num-
ber of data fragments can be lost in a row. There-
fore, the use of FEC methods, which include Reed-
Solomon codes, turbocodes, convolutional codes
and others, in wireless networks in most cases does
not have a sufficient effect, since FEC codes are
limited in their ability to recover lost data by the
amount of redundant data in the transmitted blocks.
Various variants of adaptive FEC provide im-
provements in recovering ability in wireless com-
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munication, as confirmed in [2-7]. However, the
use of methods based on the Application Layer
ARQ of the OSI model for data streaming makes it
possible to more efficiently recover lost fragments
of data in a wireless communication environment
with a high level of burst loss. Their effectiveness
was studied in the works [8—12]. Such methods it is
advisable to use in conjunction with Transport
Layer UDP and RTP protocols for data streaming
in wireless networks, provided that the timeout time
is limited for re-transmitted fragments of data. This
is necessary to take into account the numbering of
the transmitted data fragments and provide real-
time data streaming. In addition, the ARQ method
can be used at the Data Link Layer, for example, in
the HDLC protocol or at the Transport Layer (TCP
protocol). However, these protocols do not provide
sufficient flexibility in relation to video content,
since they are difficult to upgrade due to the fact
that they are standardized. The proposed data
transmission model takes into account the recovery
of lost fragments at the Application Layer of the
OSI model based on ARQ methods used at the un-
derlying levels.

The efficiency of data streaming in conditions of
intense loss of data fragments during transmission
over wireless communication channels can be as-
sessed analytically, as well as by simulation and
experimental studies. Known models of a discrete
transmission channel for wireless networks [13—19]
allow analytical assessment of the data loss prob-
ability but do not take into account those cases in
which ARQ-based recovery methods are used.
Consequently, the development of a mathematical
model of data transmission in a wireless communi-
cation channel with the recovery of fragment losses
based on ARQ is relevant.

The purpose of the study is to confirm the
well-known hypothesis about the efficiency of data
streaming with the recovery of lost fragments based
on Application Layer ARQ in conditions of intense
losses in the wireless communication network by
mathematical modeling with confirmation of the
results by experimental research. To achieve this
goal, the problem of developing a mathematical
model of data transmission in a wireless communi-
cation network with the restoration of frag losses is
solved. To achieve this goal, the problem of devel-
oping a mathematical model of data transmission in
a wireless communication network with the recov-
ery of fragment losses based on the Application
LayerARQ solved.

Simulation

At the physical, data-link, network and transport
layers, the algorithms of various communication

protocols use bits, frames, packets and segments
per unit of information, respectively. The peculiar-
ity of communication protocols at the application
layer of the OSI model is that their development
and implementation do not require hardware and
software updating of low level protocols, which, as
a rule, are standardized. Fragments of data are used
as a unit of information at the Application Layer,
which are encapsulated in Transport Layer seg-
ments when transmitted. Therefore, at the Applica-
tion Level, a fragment is also taken as a unit of lost
data. Streaming data at the Application Layer of the
OSI model in a wireless LAN can be modeled using
the Hilbert model (Fig. 1).

Fig. 1. Gilbert model

Using this model, the probability of fragment
loss puu. and the average size of the burst lost
L, .are given. These values uniquely determine
the probabilities of transitions p and g between
lossless states G or loss B in accordance with the
following formulas [20]:

burst *

p==—"; (D

p data
T 2)
Lburst (1 - pdata )

Since the processing of one lost fragment burst
along the communication line can occur during the
processing of another lost fragment burst, it can be
considered independently for calculations (Fig. 2).

The procedure for recovering fragment loss is
based on the Selective Repeat scheme, in which
a negative acknowledgement with the request the
re-transmission of the lost data is sent after the loss
of fragments is detected. There is no stop of trans-
mission. Coding is not required to detect fragment
integrity at the Application Level, since this occurs
at the underlying levels. However, if errors are
found, the data fragment is completely discarded.
Thus, the starting point is to choose the calculation
of characteristics for the case of loss of a certain
burst of lost data.

Suppose that at some point in time £, the burst
data loss with the length of N, is discovered. The
distribution for this value can be found based on the



106 ISSN 1813-7903. Bectnuk M:kI'TY umenun M. T. Kanamnukoa. 2021. T. 24, Ne 3

following. If the data losses on the route of data
transmission are described by the Gilbert model,
then the probability that the length of the burst will
be 1 fragment is p (probability of going back to
good state), 2 fragments is (1-p)p, 3 fragments is

(1-p)’p, etc. (Fig. 3).
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Fig. 3. Loss burst probability

The probability P(N, = i) of the appearance of
a burst of lost data fragments of length i is deter-
mined in accordance with the geometric distribution:

P(N,=i)=p(1-p)"". 3)
Thus, mathematical expectation
- i, 1 =
Zp(l_p) ll:;:Lburst‘ (4)
i=1

The moment of detection of a burst of lost frag-
ments 7, was preceded by the loss itself. Let sup-
pose that #, be the moment of transition to a bad
state, and Dt = ¢, — t, is the time of detection of the
fragment loss, which in accordance with Figure 3
can be found as

At=T, + N T, ©)

where T7r is the travel time of the data fragment
from the sender to the recipient;7,; — the period of
the fragment transmission.

Next, at the same moment f, there is sending
a negative acknowlegement. Let’s find the prob-
ability of loss reception py4cx based on the fact that
if the length of the fragment is equal to L bits, then
the probability of losing fragments of data p,,, is
associated with the probability of bit error p; by
the following relation:

pdatazl_(l_pbit)L' (6)
Express pyi: Via Pyaa:

l_pdata :(l_pbit)L’ (7)

pbitzl_L(l_pdata)' (8)

Thus

Prack =1— L\D/ (1 ~ Pauta )L“V ) )

where Lp is the total length of the data fragment;
Ly — the total length of the fragment of the negative
acknowlegement.

In response to a negative acknowlegement
comes (1- py,cx )(1= Puua ) N, fragments, while

(1_(1_pNACK)(1_pdata))N0 =
= (pdata + Pnuck ~— Prack Paara )No

the required fragments will be lost again. Therefore,
at time ¢, another negative acknowledgement will
be sent. The maximum time-out for lost fragments
is t; — ty = Trro, etc. (Fig. 4).

This process will continue until all the required
fragments are received or the total time-out 7, is
exceeded. The maximum number of repeated Kz
requests for the transfer of lost data fragments is
determined according to the following formula:

KR=|:TW_TTT_NOTCJ1:|' (10)

T,

RTO

Thus, bursts of fragments of size N, will become
groups of fragments of size

KR
N = (pdata t Pnvack ~ Paata Prack ) N, =
Ty =Trr =NoTy }

=N, (pdata *+ Pyack ~ Paaa Prack )[ Tiro

Taking into account the fact that N, is distrib-
uted from 1 to o in accordance with the expression
(3), we will find the mathematical expectation of
the group of lost data fragments:



Ony0.1MKoBaHHBIE CTATBH B NlepeBO/ie HA AHIVIMIICKHUI SI3bIK 107
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i=k

where k is the value of i, starting from which the
recovery of lost fragments is impossible. The ap-
pearance of the second term is due to the fact that

2
N, (pdata t Prnack ~ Paaa Prack )

Ky

N, (pdata + Prack ~ Paata Prack )

7/
Ve
-

by, =l t Tiro

N, (pdata t Prnack ~ Paaa Prack )

with packs that last more than 7, recovery is im-
possible, and the coefficient of loss in this case is
equal to one. Then

T, —T,, —kT, =0, (12)

therefore

(13)

ty=t, +T, +NT,

L=ty +Tiro

Fig. 4. Lost fragments request processing

The resulting sums of the second term in the ex-
pression (11) are sums of infinitely decreasing
geometric progression, the first terms of which are
equal to p(1 -p)", p(1 —p)'.p(1 —p)**', ..., and
their steps are the same and equal to 1 — p. Then
after the transformations the expression (11) will

take the following form:

k-1 g
M[NC]:ZP(I_p)I l(pdam + Pyack —
=

{TW—TTT—NOTM
— Tor
Paaa Prack ) &TO

1 k-1
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+[ +p]( p) . (14)

For a simplified model, there is an expression

1
MIN b g
+

Paae =M INJ+M[N,] L. 1 p+gq’

q p

where Ng is the number of successively success-
fully incoming fragments. Since packets N, are re-
duced to groups of fragments N¢ the loss coefficient
of data fragments obtained using ARQ of the appli-

cation layer, using formulas (14) and (15), can be
found as

)
+(k—l+lJ(l—p)k_1}. (16)
p

The obtained expression (16) allows to analyti-
cally assess the efficiency of data transmission us-
ing methods for recovering lost data fragments
based on Application Layer ARQ in wireless net-
works characterized by a high level of burst loss.

Experimental study

For the experimental study of data streaming ef-
ficiency with the lost fragment recovery based on
Application Layer ARQ a fragment of a wireless
LAN was used, including a video stream server,
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a wireless access point and a client mobile com-
puter (laptop). The laptop was connected to the
server through a wireless router of the Linksys
WRT54GL, as shown in Figure 5.

The VLC software video server broadcasted
video to a laptop, in which the packet loss rate
(PLR) and their burstness were measured using
a software analyzer of streaming quality. This soft-
ware measures PLR by counting the number of lost
data fragments within a predetermined sample
(1000 fragments). During the experiment, a test
sequence videoframes “highway” was used, trans-
mitted in a wireless LAN using the WiFi 802/11g
standard at a frequency of 2.4 GHz.
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Fig. 5. Wireless LAN topology

To implement the functions of estimating the
loss rate of data fragments, a developed software
loss analyzer was used, the description of which is
presented in [21]. It allows to obtain additional in-
formation about the data fragment, for example, its
total length, and in real mode, visually to observe
the transmitting process with the display of lost and
successfully received fragments, as well as calcu-
late the loss coefficient on a certain sample in time
and the distribution of the probability of grouping

records information about all received and missed
fragments of data of the Application Layer of the
OSI model.

Results and discussion

Data transmission over a wireless LAN was
modeled on the Gilbert model (see Fig. 1) taking
into account the lost fragment recovery based on
Application Layer ARQ. The transfer process was
also implemented during the experimental study.
Figure 6 presents the results of calculations of the
probability of fragment loss for data streaming with
the lost data recovery PLRagrq (curve “mod”) ac-
cording to the proposed mathematical model, as
well as the results of the experiment in the form of
dependence of the measured loss coefficient of
PLR srq fragments after recovery based on Applica-
tion Level ARQ on the given probability of frag-
ment loss p (curve “exp”).

During the experiment, measurements of p and
PLRArq were made at five points located at differ-
ent distances of the laptop from the wireless router.
As the distance increased, the values of the meas-
ured parameters increased. Comparison of the cal-
culation results and the experiment was carried out
at points of experimental values.

For the purpose of comparative analysis of effi-
ciency of data transmission with lost fragment re-
covery on the base of ARQ, let’s introduce the con-
cept of a “gain coefficient” on fragment losses
(Gprr)- It determines how many times the loss coef-
ficient of PLR fragments after loss recovery is less,
which is the specified probability of fragment loss p:

P
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Fig. 6. Experimental and theoretical dependencies ofp and PLR 4z

For example, with the measured value of PLR =
= 0.001 according to the result of the experiment,
the gain coefficient was 60 for Gp r. This means

that in this case, if data is lost at p = 0.06, the video
could not be played; however, as a result of ARQ-
based recovery of lost data, the actual losses were
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PLR =0.001, which, according to ITU recommenda-
tions, provides an acceptable quality of video stream
playback. A graph of the dependence of the loss rate
of data fragments on p using the ARQ-based frag-
ment recovery method is shown in Figure 7.

A comparison of the modelling results and the
experiment shows that the mathematical model
most corresponds to the practically obtained data in
the range of p values of about 0.1-0.4. The maxi-
mum recovery capability of the experiment results
showed at a value of p = 0.02. This is due to the
fact that with a relatively small level of losses, ac-

companied by a low level of their grouping, the
ARQ method manages to recover most of the lost
data fragments. As p increases, the recovery capa-
bility decreases due to the fact that as the number of
re-transmission requests increases, there is not
enough specified recovery period, limited due to
the need for real-time transmission. Discrepancies
between the modelling and experiment results can
be caused by several factors: the discrepancy be-
tween the time values of 7 in the model and the real
physical values, random factors conducting an ex-
periment, etc.
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Fig. 7. Experimental and theoretical dependencies of Gp;r and p

Conclusion

The study substantiates the problem of mathe-
matical modeling of data streaming in a wireless
communication network with the fragment loss re-
covery based on Application Layer ARQ. On the
basis of Gilbert’s model, a mathematical model of
data transmission was developed, taking into ac-
count the fragment loss recovery and allowing to
assess the recovery ability of the ARQ method in
conditions of high intensity of data fragment losses
with their grouping in wireless networks communi-
cation. On the base of the developed software that
provides the data streaming in a wireless communi-
cation network with the fragment loss recovery at
the application level, experimental studies were
conducted to measure the coefficient of data frag-
ment loss. The dependences of the coefficient of
data fragment loss after their recovery from data
loss to recovery (experimentally) and on the given
probability of loss of data fragments (analytically)
are obtained. The results showed that the mathemati-
cal model most corresponds to the practically ob-
tained data in the range of p values of about 0.1-0.4.
The mathematical model takes into account the
packet nature of the losses of the transmitted data

and their recovery by the Application Layer ARQ
method.
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s cemeti 6ecnpoBOOHON C65131L 8 CLOICHBIX YCILOBUSIX NPUEMA XAPAKIMEPEH BbICOKULL YPOBEHb 2DYRNUPOBAHUS NO-
mepb, HPU KOMOPOM MOJICEN Mepsimbcst noops0 OObUOe KOIUYeCmEo (ppazmenmos OanHvlx. B smom ciyyae 0ns
60CCMAHOBGIEHUSL NOMEPAHHBIX OAHHbIX NPUMEHEHUe Memo00s npsmou koppekyuu nomeps FEC ¢ 6oavuuncmee ciy-
uaeg He 0aem 00CMamouHo2o 3pgexma.

Tpumenenue cmanoapmuvlx Memoo08 60CCHMAHOGIEHUSL NOMEPb OAHHBIX HA OCHO8E ABMOMAMUYECKO20 3anpocd
nosmopnou nepedauu ARQ Ha KaHATbHOM U MPAHCROPMHOM YpoeHsx modeau OSI modcem npusecmu K NosAGICHUIO
CYWECMBEHHBIX 300epiceK, YUMo AGIACMCS HenpuemaemMbim 0 CepeUCcO8 NOMOKOBOIU Nepedayu 8 peaibHOM pPedicume
apemenu. B smom cnyuae npeonoumumensuee nponycmums @Gpasmenm OAHHbIX, YeM GHOCUMb 3a0ePIAICKY HA 0HCUda-
Hue docmasku gpazmenma npu nosMopHulx nepedayax. Ilpumenenue memooos, ochosannvix Ha ARQ npuxiaonozo
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yposHs moodeau OSI 0na nomokosoil nepedauu OanHbIX, N036071em boee IPpeKmuUsHO 80CCMAHABIUBAMb NOMEPSH-
Hble (pacmenmvl OaHHBIX 8 CemsiX OeCnpOBOOHOU C653U C BbICOKUM YPOGHEM ZPYNRUposanust nomeps. Hzeecmuvie
Mooenu QUCKPEmMHO20 KaHaia nepedadu ungopmayuu 0isk 6eCnpo8oOHbIX cemell NO380JAI0ONM aAHATUMUYECKU OYEHUMb
8EPOSIMHOCMb NOMEPb OAHHBIX, OOHAKO He YHUMbIEAIOM CLyYau ¢ NOGMOPHOU nepedadell NOMepsHHbIX OAHHbIX.

B uccnedosanuu npeonosicena mamemamuyeckas Mooeib nepeoaiu OaHHbIX 8 Kauaie 6ecnpo8oOHOl C653U HA OC-
Hoge moodeau I unbbepma, Komopas yuumvléaem 60CCMAaHOGIeHUe nomepb memooom ARQ u nossonsiem paccuumoi-
eamv K03 Guyuenm nomepsv pacmenmos OanHwvix. /[ nposepKu adeK8amHoCmu NPeoioHCeHHON Modelu pa3padbo-
Mano npocpammuoe obecneueHue, obecneuugaioujee nepeoayy NOMOKOBLIX OAHHBIX 6 cemu Oecnpo8OOHOU CBA3U
€ 60CCMAHOGIEHUEM NOMEPL PPASMEHMO8 HA NPUKIAOHOM YPOGHE, U NPOBEOEHO COOMEEMCMEYIoujee IKCHePUMEH-
manvHoe ucciedosanue. Ilokasano, ymo mamemamudeckas MoOeib Y4Umvléaen spynnuposanue nomeps nepeoasae-
MbIX OGHHBIX U UX OccmanoeneHue memooom ARQ.

KuiroueBble ci10Ba: npuKiiaaHON ypoBeHb, pparMeHT nanHbiX, ARQ, MoaenupoBatnue, k03 OUIHMEHT NOTEePh TAaHHbIX.
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